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How the scam works

When you are online hackers use your Internet 

Protocol (IP) address to identify your Internet 

Service Provider. Once they know who supplies 

your broadband connection it is a simple matter 

for them to pretend to be a legitimate technical 

support worker from that company. 

The fraudulent technician convinces you, either by 

communication windows on your screen or via a 

phone call, that they need to take control of your 

machine in order to delete infected files from your 

system. If you give them access they will instruct 

you to make a payment to remove the allegedly 

malicious files.

What you can do

Never give remote access to anyone you haven’t 

specifically requested to work on your machine.24

Ignore the technical support window, close it and/

or put the phone down. Call your Internet service 

provider directly using a number you are familiar 

with or have used before and explain the situation.

If you have allowed remote access your system 

is probably compromised. If that’s the case 

you should disconnect the device, reinstall 

your operating system or take it to a reputable 

computer support service to have the system 

reinstated. Keeping thorough backups of your 

data will greatly help here.

Fraudulent phone calls

It’s not just 21st century, cutting edge 

technology that cyber criminals use to 

get hold of your security information, the 

telephone is as popular with criminals 

now as it has ever been.25

Known as vishing (voice-phishing) fraudsters 

will call and pretend to be from your bank, to 

warn you of suspicious activity in your account, 

your cable company or even from the police 

force claiming you’ve been the victim of credit 

card fraud. All with the aim of relieving you of 

your account details and passwords. 

Be particularly vigilant if:

Someone calls to tell you your card has been 

used fraudulently. A caller suggests you hang 

up the phone and call them back to verify they 

are genuine; criminals can keep your phone 

line open by not putting down the receiver 

at their end making it seem you are through 

to the security number you dialled. Someone 

asks you to transfer money to a new account, 

even if they say it will be in your name.

What you can do

Never feel pressured into doing something 

that makes you feel uncomfortable. If something

seems wrong stop and take a moment...  

And never be afraid to just put the phone 

down, be polite, but be firm.

Cramming 
is the addition 
of charges to 
a subscriber’s 
telephone bill 
for services 
which were 
neither ordered 
nor desired by 
the client, or for 
fees for calls 
or services that 
were not properly 
disclosed to the 
consumer. 

Source: 
en.wikipedia.org

24moneysavingexpert: 
30 ways to stop scams.

25bbc.co.uk: Caught on tape: 
How phone scammers tricked 
a victim out of £12,000.
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According to the 
Shred-it/ Ipsos 

Reid Information 
Security 

Tracker 47% of 
respondants say 

they have both 
locked consoles 

and use a
professional

shredding service
to shred sensitive 

documents but 
46% do not have 

anyone directly 
responsible for 

secure information 
destruction

With the increase in financial crime it’s just as important to be vigilant in the workplace. Employers are 

increasingly dependent on information systems; gathering, storing and using ever growing amounts of 

data. They have a responsibility to be open and honest about what kind of material is being collected, 

and how it’s being stored, but everyone needs to ask - how can I help to keep that data secure?

THIRTY WORKING TOGETHER 

Working together

We all have the right to work in an environment 

that is safe and secure, both physically and 

digitally. Creating that kind of culture isn’t just 

down to adhering to local government guidelines 

or departmental policies, it’s a state of mind.

Balancing the risk

Wherever there are people there will be risk, 

that’s just how it is but there is, and always must 

be, a balance between risk and freedom.

If you can’t keep your data safe then you’re not a 

fit company to do business with, but you need to 

make sure that the security processes put in place 

are there to help, not hinder.26 Knowledge must be 

able to flow, you need to be able to respond to 

situations in a fluid way... It’s a balance. Here are 

some of the ways you can help protect your data as 

well as your company, customers and colleagues. 

Passwords

Don’t tell anyone your work passwords, under 

any circumstances, ever. And that means not 

writing it down on a sticky note and attaching it 

to the front of your PC, OK? For more information 

see our section on Passwords (pg14).

Email

We’ve all done it, it sounds obvious (it is obvious) 

but that doesn’t stop thousands of us doing it 

every day - try really hard to make sure that you 

are sending your email to the right person.

Sending confidential or sensitive information 

out to someone we shouldn’t is one of the top 

ways we can embarrass ourselves and put our 

company at risk. Just take a moment to consider 

if the email should be encrypted and double 

check the recipient before hitting ‘send’.

Also, don’t use your work email for anything 

other than work; you’ll just get your in-box full of 

spam and increase the likelihood of a phishing 

attack (see ‘Cybercrime’ pg20).

Lock your screen

Whenever you leave your desk, put your 

computer into sleep mode or activate the 

screen lock. That way, if someone wants to 

see what you’ve been working on they need 

your password (as long as it’s not written on 

a piece of paper taped to the underside of 

your keyboard of course). 

Source: 
shredit.com
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26getsafeonline.org: Physical 
security is just as important 
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THIRTY TWO WORKING TOGETHER 

In 2015 third 
parties with trusted 

access were 
responsible for 

41% of the detected 
security incidents 

at financial services 
organizations. 

62% of security 
incidents at 

industrial product 
organizations 

involved a 
current or former 

employee.

Taking work home

Check your organisations’ policy on taking 

business files home. If it’s allowed, make sure 

you encrypt the data before you remove it or 

put it on a password protected drive so if it 

gets lost the information is still protected.

Report Lost or Stolen Devices

If you do lose anything with work related data 

on it, make sure you let the relevant department 

know as soon as possible. As awkward as 

it may be to admit it will be far, far worse if 

sensitive information gets into the wrong hands 

and your company is unprepared.  

Think before you click

Be very cautious about downloading anything 

from the internet onto your work computer, 

especially ‘executable’ (.exe) files. It’s almost 

impossible for you to tell if a file is what it says 

it is or if it’s really harbouring a nasty virus 

waiting to infect your business’ whole system.

Engage with InfoSec

If your company has an IT or Information 

Security department, go and see them. Ask what 

they are doing to keep your data secure and 

what you can do to help protect the company. 

And find out who you need to contact if 

anything goes wrong so you are ready.

This is the digital age,27 it used to be enough 

to make sure the windows were locked and the 

alarm turned on at night when you left work but 

it’s not just money and equipment that can be 

stolen now, a business that loses its data can lose 

its customers, its reputation, everything. It’s a 21st 

century workplace, engage with it.

See something, say something
If your company has a pass system or 

issues ID badges  then the chances are 
you have a security department too. If 
you see someone without a badge or 
you spot anything unusual try to get 
in the habit of reporting it. You don’t 
have to confront anyone directly, just 
let someone know you’re concerned. 

Criminals are counting on us being too 
shy to say anything, prove them wrong.

Clean and tidy
Treat all your printed materials with 
the same level of security as your 

digital ones: Keep your desk clear of 
sensitive papers when you are away 
from it, lock  documents away at the 
end of the day and make sure you 

don’t leave anything confidential on 
the photocopier or printer. When you 

have finished with a print-out don’t 
throw it away, shred it.

Keep it to yourself
Don’t give out your personal or 

confidential details to anyone you 
don’t know, either over the phone 
or on an email, unless you’re sure 

about the person or company 
asking and why they want to 

know. And try not to mention any 
confidential work details in a public 

place, or online, you never know 
for sure who’s listening...

Real World Security

The practice of keeping your companies data out of criminal hands isn’t restricted to smart thinking in the 
virtual world, there are things you can do in the real world too.26

Patient 
information 
is like 
radioactive 
material 
it must be 
protected. 
It must be 
contained. 
Take it 
seriously.

Arthur R. Derse, MD,
Bioethics Centre, USA

27cio.com: We All Work In 
Information Security Now 

Source: 
pwc.com
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Back it up

It might sound annoying but regularly backing 

up all your irreplaceable photos, work files and 

other digital information onto a removable drive 

will ensure they are protected, no matter what 

happens to your hard drive or cloud account.

Be prepared

If the worst happens, have a plan. Keep a 

real, pen and paper copy of the emails, phone 

numbers and addresses of your friends and 

contacts in case your identity and accounts 

are compromised. Make sure you know the 

correct numbers to cancel credit cards and 

freeze bank accounts and find out the names 

and numbers of the relevant fraud or law 

enforcement departments so you can limit the 

amount of time a criminal has free access to 

your finances.

Think before you act

Many scams rely on us being too eager to 

take advantage of a super special, one-time-

only, limited, low price offer. These too-good- 

to-be-true frauds often hide a malicious intent. 

Try to learn how to see through them. Read 

about how others have been scammed and 

what tipped them off, remember, we’d all like 

a free holiday and an iPad but the chances 

of getting one by filling in an online form 

are non-existent. It’s a scam.

Lastly...

Just because the online world is digital doesn’t 

mean it’s not real.27 It can be easy to get swept 

along with the crowd but what happens there 

matters and can have a lasting effect. Always 

treat others as you would like to be treated. 

Be kind, be aware, stay secure.

26staysafeonline.org: National 
cyber security alliance share their 

tips and tricks for staying safe. 

Following a few sensible procedures will 

greatly reduce your chances of ever being the 

victim of cyber crime or identity theft.26 Many 

criminals are looking to do the least possible 

work to get the maximum gain. In just the same 

way a household that leaves its front door and 

windows open is far more likely to be robbed 

than one that’s sensibly locked, a computer 

or account protected by a few smart security 

procedures is a much less attractive target to a 

hacker than one without. The lesson is: let’s not 

make it easy for them...

Protect your devices

Keeping your operating system, apps and web 

browser up to date is one of the easiest and 

most effective things you can do to keep safe. 

Make sure you turn on the automatic update 

feature to get the latest versions of operating 

systems and security patches.

Protect your data

Use intelligent passwords and keep different 

passwords for separate accounts - check the 

‘Password Security’ section of this book for 

more.

Only send information over a secure 

connection, look for the https:// or padlock 

icon in the address bar when you are sending 

any sensitive information like credit card 

details. If you do access password protected 

accounts or sites on a public or shared 

computer remember to sign out and close the 

browser window when you’re done.

Install some protective software, preferably a 

security suite which includes antivirus/malware 

and firewall components.

Don’t share too much

Think about how you use social media; set 

privacy and security settings and consider 

what a criminal could do with the information 

you post. See the ‘Using Social Media’ pages.

Don’t get hooked

Beware of phishing; links in emails, tweets, 

bogus websites and too-good online offers are 

all ways hackers will try to steal your personal 

information. Learn to be suspicious and don’t 

be afraid to delete something if it feels ‘off’. 

Read more in our ‘Cyber Crime’ chapter.

The internet... it’s not the Wild West, it’s not the Haunted Forest, there aren’t trolls under every 

bridge and bandits in every canyon. What we’ve just been talking about are some of the worst 

case scenarios so please, don’t close this book and swear never to go online again, just put 

some effort into thinking about and updating your security. We promise it’s time well spent. 

A little effort goes a long way
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Source: 
ons.gov.uk

In quarter 1 (Jan 
to Mar) 2015, 

86% of adults 
(44.7 million) in 
the UK had used 

the internet in 
the last 3 months 
(recent users), an 

increase of 1 % 
point since 

the quarter 1 
 (Jan to Mar) 

2014 estimate 
of 85%. 11% 

of adults (5.9 
million) had 

never used the 
internet, falling 

by 1 percentage 
point since 

quarter 1 (Jan to 
Mar) 2014

Dear 
internet 
user, 
someday 
you will 
really 
regret not 
reading me. 
Sincerely, 
terms & 
conditions.

Unknown,
Facebook.com
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Digital, Social and Mobile in 2015
Almost 42% of the world’s population has access to the internet in January 2020, wearesocial.com crunches the numbers to 
produce a snapshot of digital usage for the World’s population at the start of 2020.
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27youtube.com: How does the 
internet work?
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